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INTRODUCTION

Through this Freedom of Information Act (“FOIA")nforcement action, plaintiffs,
Broward Bulldog, Inc. and Dan Christensen, seek Fdglords of an investigation of Saudi
nationals who lived in Sarasota, but who fled th@me shortly before terrorists attacked the
United States on September 11, 2001. Filed withrtiemo is a detailed declaration of former
U.S. Sen. D. Robert Graham. He chaired the U.Bat8eSelect Committee on Intelligence and
served as co-chair of the joint congressional cdtees charged with evaluating how U.S. law
enforcement agencies responded to the terrorigtkastt(“the Joint Inquiry”). Sen. Graham
explains that the FBI concealed the records oSdagsasota investigation from the Joint Inquiry
and thereby impeded its investigation. He idesdifa critical document responsive to plaintiffs’
request that the FBI has not produced to the pisintnd explains why the agencies should
have hundreds or thousands of additional pagegesgonsive documents that have not been
produced or identified. He shows why disclosur¢hefdocuments at issue would serve national
security interests and would be fully consisterthwhe openness requirements of the Freedom
of Information Act. Summary judgment on this retahould be denied because: (I) the
defendants have not conducted a good faith searate$ponsive documents, and (Il) they have
not shown that FOIA exemptions allow withholding afy of the records sought. These
arguments are supported by a separate statemitoteferred to by the notation “SOF __.”

ARGUMENT
l.

The Defendant Agencies Have Not
Met Their Burden to Show a Good Faith Search

The Eleventh Circuit has made clear that in a diwee of Information Act (“FOIA”)

enforcement action ““the agency must show beyorademal doubt . . . that it has conducted a

HUNTON & WiLLIAMS LLP
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search reasonably calculated to uncover all relest@acuments,””Ray v. U.S. Dep’t of Justice,
908 F.2d 1549, 1558 (11th Cir. 1990) (citations ttexl), rev'd on other ground$02 U.S. 164
(1991). The agency “may meet this burden by priodpuaffidavits of responsible officials ‘so
long as the affidavits are relatively detailed, cmmclusory, and submitted in good faith.Id.
(citation omitted);see alsdMiccosukee Tribe of Indians of Fla. v. United Staf16 F.3d 1235,
1248 (11th Cir. 2008) . “If the government agemegets its burden of proving that its search
was reasonable, then the burden shifts to the stgyu rebut the agency's evidence by showing
that the search was not reasonable or was not ctedlin good faith.”"Ray,908 F.2d at 1558.

The Eleventh Circuit and this Court often havevpted explicit directions regarding
how district courts should evaluate agency assestithat exemptions allow withholding of
requested documentsAll of the decisions approve the procedures fibpted inVaughn v.
Rosen484 F.2d 820 (D.C. Cir. 1973). Thetbe D.C. Circuit discussed the various practical
problems of procedure and proof under Freedomfofdmation Act (“FOIA”) cases, taking into
consideration the intention of FOIA to permit accés most forms of government records. The
fact that only one side of the controversy has ssde the records, the need to maintain the
confidentiality of records that are in fact exenpi difficulty that plaintiffs have arguing for
access without information about the records, aedieeds of both trial and appellate courts for
a meaningful way to review the matter. The D.Qcdi concluded that (1) agencies should
provide a relatively detailed analysis of the doeunis requested that would not contain factual

description that if made public would compromise thecret nature of the information, (2)

! Miccosukee Tribe of Indians of Fla. v. United 8516 F.3d 1235 (11th Cir. 2008);
Office of theCapital Collateral Counsel v. Dep't of Justjcg31 F.3d 799 (11th Cir. 2003);
Miscavige v. IRS.2 F.3d 366, 367-68 (11th Cir. 1998ty v. FB| 781 F.2d 1487 (11th Cir.
1986);Currie v. IRS,;704 F.2d 523 (11th Cir. 1983philivis v. SEC 673 F.2d 1205, 1210 (11th
Cir. 1982).Stephenson v. IR629 F.2d 1140, 1144 (5th Cir.1988), Andrew Park, Inc. v. U.S.
Dep’t of Army Corps299 F. Supp. 2d 1264 (S.D. Fla. 2003).

2
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agencies should formulate a system of itemizing iadeéxing that would correlate statements
made in the Government’s refusal justification witle actual portions of the document, and (3)
courts should consider designation of special madte examine documents and evaluate an
agency’s contention of exemptionld. at 827-28. AVaughnindex generally “identifies
documents that are responsive to a FOIA requedtjdimng who wrote the document, to whom it
was addressed, and the dat@ffice of Capital Collateral Counsel, v. Dep’t afslice 331 F.3d
799, 801 n.1 (11th Cir. 2003).

A Vaughnindex should be required in all but the “rare” cadeere the court easily could
conduct a review of all of documentSurrie v. IRS,704 F.2d 523, 532 (11th Cir. 1983)
(Kravitch, J., specially concurring). Failure emuire either preparation ofaughnindex or to
conduct ann camerareview “was simply and completely inadequate asattenof law.” Ely v.
FBI, 781 F.2d at 1492. When a case involved only é&fpansive documents “in camera
inspection of the documents might be the prefepetedure.” Miscavige v. IRS2 F.3d 366,
368 (11th Cir. 1993). These principles establisat the Court has a critical role to play in
ensuring that an agency has conducted an adegemtehsand in determining the propriety of
asserted exemptions, keeping in mind at all tinme¢ €Congress enacted FOIA “to establish a
general philosophy of full agency disclosure unl@g®rmation is exempted under clearly
delineated statutory languagefed. Open Mkt. Comm. of Fed. Reserve Sys. v. Meii8 U.S.
340, 351-52 (1979). The “limited exemptions do ale$cure the basic policy that disclosure, not
secrecy, is the dominant objective of the Act,” ahdt each exemption “must be narrowly
construed.”Dept. of Air Force v. Rosd25 U.S. 352, 361 (1976).

In this case, the detailed factual record refléuas Saudi nationals who owned or resided

at 4224 Escondito Circle, Sarasota, Florida, Esdmaz@awi and his wife, and Abdulaziz al-Hijji

3
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and his wife, fled their home shortly before therdast attacks on September 11, 2011; that
citizens reported this to the FBI; and that the ERinched a substantial investigation of those
individuals in fall 2001. SOF { 14-16. Law enfement officers raided the home, SOF | 14,
and citizens turned over to the FBI at its requesbrds of payments made for homeowners’
association dues. SOF {1 15-16.

The aftermath of the September 11 attacks resiritad intense Congressional review of
the actions taken by law enforcement agencies. Jon& Inquiry co-chaired by Sen. Graham
undertook the initial review. SOF 17. It called agencies, including the FBI, to give it
records of the work they had done. SOF {17. TBledid not advise the Joint inquiry of its
Sarasota investigation or its results and, congetyyehe Joint Inquiry report at the end of 2002
made no mention of it. SOF [ 17-18. The FBI dislonot call its Sarasota investigation to the
attention of the subsequently empanelled Natior@ah@ission on Terrorist Attacks Upon the
United States (“the 9/11 Commission”). SOF { 1828. Before the 9/11 Commission
completed its work, a witness told the FBI that Alagiz al-Hijji was well schooled in Islam,
talked about taking flight training in Florida, h&kbkama Bin Laden as his hero, and spoke of
going to Afghanistan as a freedom fighter or Mugihe SOF 119. But the 9/11 Commission
report in 2004 contained no mention of this assertr the FBI's investigation of it. SOF | 20.

Seven years later, the plaintiffs obtained esttenevidence that the Ghazzawis and al-
Hijjis claimed connections to the Saudi royal familhat they had abandoned their Sarasota
home before September 11, 2001, that records shaddmed Atta and other terrorists had
visited the gated subdivision where the home wasatéad, and that the FBI had investigated
these highly suspicious matters, but had not ds&cldhe investigation to either the Joint Inquiry

or the 9/11 Commission. SOF  21-22. The pldstreported what they learned on the

4
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BrowardBulldog.com website and Tthe Miami HeraldSOF | 22.

The FBI publicly reacted by denying that it hadirid any evidence that the Ghazzawis
or al-Hijjis had connections to the terrorists, arldiming that it had made the records of its
investigation available both the Joint Inquiry aheé 9/11 Commission. SOF {{ 24-27). Sen.
Graham was surprised by this and claimed the FBBsertion that it had disclosed its
investigation to the Joint Inquiry was untrue. SPPE8. The co-chair of the 9/11 Commission,
Rep. Lee Hamilton, also claimed he was unawarbefBl’'s Sarasota investigation. SOF 128.

Sen. Graham then attempted to ascertain himsedt wdctords the FBI claimed it had
made available to the Joint Inquiry and in the seunf that investigation induced the FBI to
show him two classified files never provided to thent Inquiry which contradicted the FBI's
public statement that its Sarasota investigatiod foaind nothing. SOF § 31-32. Graham
confronted FBI Deputy Director Sean Joyce abous tbontradiction and was told other
documents would explain it, but the FBI refusegtaovide those documents. SOF { 33.

In light of contradictions between the evidenceytthad gathered, the FBI's public
statements, the assertions of Sen. Graham andHaemlton, and Sen. Graham’s claim to have
been shown classified FBI documents that contradithe FBI's public statements, plaintiffs
submitted their FOIA request on October 27, 20&&ksg all FBI records of the investigation it
had conducted relating to 4224 Escondito Circlea§#a, Florida. SOF { 34.

In response, the defendants produced no recorlasserted only that Exemptions 6 and
7(C), 5 U.S.C. 88 552(b)(6) & (7), relating to moy, allowed withholding of any responsive
records. The Department of Justice also deniedpgeal of this decision, necessitating the
filing of this lawsuit on Sept. 5, 2012. SOF | 38even months after the suit was filed, the

defendants spontaneously produced 31 pages of agatamdentified 4 more as withheld, and

5
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asserted for the first time that Exemptions 1, @)7and 7(E), 5 U.S.C. 88 552 (b)(1), (3),
(7)(D), and (7)(E) applied to requested documen8OF { 35-36. The (b)(1) and (b)(3)
exemptions allow the withholding of documents dfess as “Secret” and those required to be
kept confidential by the National Security Act.

The documents produced did not include the doctsndat Weist had delivered to the
FBI, the Prestancia gatehouse records that shdwedhe terrorists had visited the subdivision,
any inventory that law enforcement agents had takeems found at the home, or the interview
the FBI conducted of Wissam Hammoud regarding Admialal-Hijjis allegiance to Osama bin
Laden. SOF 36. Sen. Graham reviewed the docgnpeotiuced and found that they also did
not include the key FBI document dated Septembg2Q®2, he had been shown. SOF  37.

The documents did include one of the two FBI fil@saham had seen, labeled
SARASOTA 5-6 and dated April 16, 2002, SOF 31 tmat file contradicted, as Sen. Graham
said earlier it did, the FBI's denial that its &swta probe found evidence of connections to the
terrorists. The newly released document statedBlefound “many connections” to persons
associated with the September 11 terrofis8OF § 38. Sen. Graham concluded from this that
the FBI should have hundreds or thousands of pafyadditional documents since the records
showed that the found evidence of a network supmpthe 9/11 terrorists. SOF { 38.

This record strongly supports a conclusion that EBl has not conducted a good faith
search for all responsive documents.

The defendants have submitted in support of theisummary judgment motion a single

declaration. In it, David M. Hardy purports to debke the search the FBI conducted for

2 Although the FBI redacted the names of the persomestigated, the fact that the

persons under investigation was the Ghazzawis laaaltHijjis was evident from the fact that
the report related to an investigation of 4224 Bddo Circle, the address of the home owned by
the Ghazzawis and resided in by the al-Hijjis.

6
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responsive documents. Mr. Hardy’'s declaration ¢ based exclusively on his personal
knowledge. He states: “The statements containédisrdeclaration are based upon my personal
knowledge,upon information provided to me in my official cajg and upon conclusions and
determinations reached and made in accordance g (DE 25-1 § 2) (emphasis added).
The Court therefore cannot determine whether arggsfan Mr. Hardy's declaration are
inadmissible hearsay or facts within Mr. Hardy'sgmmal knowledgé. In summary judgment
proceedings, all affidavits must be based on peaiskmowledge and must set forth facts that
would be admissible under the Federal Rules of éhdd® “[I[nadmissible hearsay cannot be
considered on a motion for summary judgmemdcuba v. Deboerl93 F.3d 1316, 1322 (11th
Cir. 1999) (internal quotations and citations oad)t The Hardy declaration does not state who
conducted the search, or when the search was cmadutn prior litigation, Mr. Hardy’s effort
to show searches conducted in FBI field offices baen rejected for lack of personal
knowledge® His declaration in this case also tries to descsearches conducted in an FBI field
office even though he claims no personal knowledgéhat search. His affidavit should be
rejected as establishing that a good faith seaeshmade.

Hardy’'s declaration also does not provide the sbeapecificity required for establishing

the adequacy of a search and the applicabilityxefrgotions. It neither provides the Court with

3 See Pace v. Capobianc83 F. 3d 1275, 1278-79 (11th Cir. 2002) (holdiffidavit
based on information and belief is insufficientteate an issue of fact).

4 Josendis v. Wall to Wall Residence Repairs,, 1666 F. Supp. 2d 1376 (S.D. Fla.
2009) (Zloch, J.)aff'd 662 F. 3d 1292, 1315 11th Cir. 2011).

> See Rosenfeld v. U.S. Dep't of Juste, C 07-03240 MHP, 2008 WL 3925633 at
*12 (N.D. Cal. Aug. 22, 2008) (“there is no evidenthat Hardy directly supervises the field
offices. And if he does, there is no evidenceh#f fievel of contact he has with those offices.
Consequently, his declaration with respect to $emrcconducted at the field offices are
inadmissible”).

7
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unredacted documents for in camera review, aspsogpate when only, as here, a small number
of responsive documents is claimed to be foun@d daughnindex of documents that are being

withheld as exempt. As discussed abovéaaghnindex requires an itemization of an inventory

of the documents withheld. Showing the date of eudtent, the author of the document, the
person to who the document was sent, a descripfitime type of document, and other relevant
information that would allow the plaintiffs a meagful opportunity to contest the exemption

claim. At least four pages of withheld documents ot indexed in any meaningful manner.

The Court should requitie camerainspection of those documents.

Hardy’s declaration also does nothing to explaywhe defendants initially produced no
documents, then produced a smattering of isolabedrdents, but failed to produce documents
shown to Sen. Graham or documents witnesses dativerthe FBI, or statements taken by the
FBI. It also does not address Sen. Graham’s oaservthat the FBI should have hundreds or
thousands of pages of additional documents respong the plaintiffs’ request if they
conducted the sort of investigation that the FBluldobe expected to make after discovering
suspects with many connections to the 9/11 tetsoris

Hardy’'s declaration concedes that the initial seamndertaken in response to plaintiffs’
request was inadequate because it produced onfytiee A4 documents ultimately found. (DE
25-1 1 23). It also concedes that the defendampsaperly withheld the entirety of the 6 found
documents by virtue of the defendants’ subsequesdygtion of portions of those documents.
Hardy also purports to describe the search thatumdertaken in the Tampa Field Office only
after the defendants were forced to file this latysout he does not say who conducted the
search. Instead he passively states “the Tampd ©ifice (“TPPQO”) was contacted regarding

the matter.” (DE 25-1 § 24). He says nothing akamy search conducted within the FBI's

8
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Counterterrorism - Osama Bin Laden Unit/Radical damentalist Unit even though the
document Bates numbered SARASOTA-23 reflects that Tampa Field Office sent its
information there. Regarding the Tampa investaygtihe states “TPFO canvassed personnel
who were directly involved in the 2001 investigatiobut does not identify either who did the
canvassing or who was canvassed. He referenceSBh& production of documents to Sen.
Graham and claims “TPFO also canvassed” those peréait again does not identify who did
the canvassing or who was canvassed. Specifit@lgoes not indicate whether Sean Joyce, the
FBI official who reviewed documents with Sen. Gnahaas asked for responsive records.

He also asserts that “persons familiar with theestigation into 4224 Escondito Circle
and/or the prior request from Senator Graham cdeduadditional searches of FBI files”(DE
25-1 1124), but he does not say who “persons famiith the investigation” are, how they are
familiar with the investigation, or what specifiyathey did. He states that the search conducted
by these unidentified “persons” “related to the 194hvestigation to determine whether any
additional documents existed” and that their sess¢hlso consisted of “additional text searches
of the ECF and searches of known telephone nunibéts. does not disclose the meaning of
“related to the 9/11 investigation” or the wordg@ephone numbers that were searched.

In response to multiple similar vague Hardy deatilans regarding a search, a federal
court in New York recently held the declarationseféd to show an adequate search had been
conducted. “Summary judgment,” the court held,ifisppropriate ‘where the agency’s response
raises serious doubts as to the completeness afgdrecy’s search, where the agency’s response
is patently incomplete, or where the agency’s raspas for some other reason unsatisfactory.”
National Day Laborer Organizing Network v. Unitedat®s Immigration & Customs

Enforcement Agenc®,/77 F. Supp. 2d 87, 96 (S.D.N.Y. 2012) (citationtted). The court held

9
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“custodians cannot ‘be trusted to run effectiveceas,” without providing a detailed description
of those searchesjd. (citation omitted), and noted that for 20 years rtothave required
agencies to specify the search terms and the tiypeaoch performed, but that “the FBI [has] not
gotten the message. So it bears repetition tlagtivernment will not be able to establish the
adequacy of its FOIA searches if it does not record report the search terms that it used, how
it combined them, and whether it searched thetéull of documents.ld. at 108.

Plaintiffs separately have moved to strike thedylateclaration and for an opportunity to
take his deposition. They also have separatelyaahdor production of a prop&faughnindex
andin camerareview of withheld document. The plaintiffs propaied interrogatories and a
request for production of documents to the defetsdan May 20, 2013, just seven days after the
plaintiffs moved for summary judgment and withir time allowed by the Court’s pretrial order
for such discovery. (Christensen Dec. §80). Tikeavery is designed to provide the Court with
additional relevant information concerning the matof the search the defendants conducted.
Federal Rule of Civil Procedure 56(d) provides th#te honmovant shows by declaration that,
for specified reasons, it cannot present factsnéisédo justify its opposition, the court may
defer considering the motion or deny it, or allome to take discovery. Although the evidence
the plaintiffs have submitted already shows thatdefendants have not conducted a good faith
investigation, if the Court concludes otherwiseshbuld defer ruling on the summary judgment
motion until the record is further developed.

The Defendants Have Not Met
Their Burden to Show that Asserted Exemptions Apply

The following arguments show why the defendantgeeha@ot met their burden to show

documents responsive to plaintiffs’ request aremgtefrom the disclosure requirements of the
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Freedom of Information Act.

A. Exemptions Have Not Been Appropriately Asserted

For the four pages that have been identified sgomsive to the request but withheld in
their entirety Bates numbered SARASOTA 29-32, trep&tment contends four exemptions
apply to those documents, but it is not clear wietine Department contends that all four
exemptions require the withholding of all aspedtshose pages or why any one of the pages
must be withheld entirely to satisfy the requiretsesf one or more exemptions. .

Regarding those pages that have been releasedfictets occur on most of the pages, but
only some of the redactions have been identifiedllasved or required by an exemption to the
Freedom of Information Act. For example, on SARAZQGL, 17 redactions have been made,
but Exemptions 6 and 7, 5 U.S.C. 88 552(b)(6) &4{})have been placed beside only one of the
exemptions. No explanation has been provided F& temaining 16 redactions. On
SARASOTA-5 and 15 redactions have been made, thBremnptions have been cited with
respect to one of the redactions and two exemptiang been cited with respect to three other
redactions, but no exemptions have been cited vaipect to the remaining redactions. On
SARASOTA-9 and 12 redactions appear, but an exempis cited for only one of the
redactions.

It also is not clear from the manner of redactdrether any of the cited exemptions are
intended to apply to the redaction nearest to ifagi@n or to other redactions on a page as well.
Many of the pages produced suffer from this tecdmecoblem.  The Freedom of Information
Act, 5 U.S.C. 8552(b), provides: “If technicallyafgble, the amount of the information deleted,
and the exemption under which the deletion is malall be indicated at the place in the record

where such deletion is made.” The defendants mojptied with this requirement.
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B. Exemption 1 Does Not Apply

Exemption 1, 5 U.S.C. 8552(b)(1), protects frdisclosure only those records that are
(A) specifically authorized under criteria estabéd by an Executive Order to be kept secret in
the interest of national defense or foreign polayd (B) are in fact properly classified pursuant
to such Executive Order. Executive Order 13526nesigDecember 29, 2009, now governs
classification. “If there is significant doubt alidhe need to classify informatiom shall not be
classified” Id. at 81.1(b) (emphasis added). The classificati@ecret’ shall be applied to
information, the unauthorized disclosure of whieasonably could be expected to cause serious
damage to the national security that the origifassification authority is able to identify or
describe.” E.O. 13526 81.2(a)(2). The defendaatse not shown that any of the documents
were properly classified in accordance with these@dures.

1. The Classification is Inconsistent with thel'EBPublic Statements

The FBI publicly denied its Sarasota investigatimmduced any credible evidence
connecting the persons at 4224 Escondito Circkbéaerrorist attacks on September 11, 2001.
Consistently, when the requesters sought the FEBk fregarding this investigation, the
defendants did not claim disclosure of the recavdald harm national security interests. Only
after this lawsuit was filed, did the defendantseas Exemption 1. The FBI's prior public
statements and the defendants’ original responghetd-OIA request is squarely inconsistent
with their assertion now that the requested docusneontained classified material that must be
withheld. These inconsistent positions create geniactual issues for trial.

2. The Information Has Been Unclassified for Moten a Decade

The stamps on SARASOTA 5-6 and SARASOTA 33-3%tfhn original classification

date of 03-14-2013, yet the former shows that it weeated on April 16, 2002, and the latter
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copies that information. It therefore appears that information in these documents was not
classified until well after the requesters madartrejuest on October 27, 2011, and filed their
lawsuit on September 5, 2012.

If in fact the documents were not classified ultdrch 14, 2013, and the information has
been in FBI files for more than a decade, disclexafrthe redacted information in the cannot
reasonably be expected to cause identifiable arritbedble damage to the national security as is
required by E.O. 13526 § 1.1(a)(4) and, furthescldisure could not reasonably be expected to
cause “serious damage” to the national securitg esquired to warrant “Secret” classification.

Although section 1.4(c) of Executive Order 13526ves classification of information
that pertains to “intelligence activities (includicovert action), intelligence sources or methods,
or cryptology,” it does not permit classificatiohm such information where disclosure of the
information cannot reasonably be expected to caletifiable or describable damage to the
national security. The classification was not ¢i@re appropriate. The defendants’ assertion to
the contrary is directly contradicted by Sen. Gralsadeclaration that “disclosures should serve
our national security interests.” (Graham { 57).

3. Exemption 1 Has Not Been Consistently or QyeAsserted

SARASOTA 33-35 appears to be a report createdroabout February 6, 2013, that
qguotes information found in SARASOTA 5-6. At thettom of SARASOTA-34, an analyst’'s
note is claimed to fall within Exemptions 6, 7(@nd 7)(E), but not Exemption 1. That same
analyst’s note appears at the end of the text oRABOTA-6. If the information on
SARASOTA-34 is not within Exemption 1, neither shbuthe same information on
SARASOTA-6.

Further, the March 28, 2013, supplemental respat®es not clearly identify the
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information in the documents for which exemptioaldssification is claimed. The Exemption 1
designation appears beside a redaction box on SARAS6 and several redaction boxes on
SARASOTA-35, but no explanation is provided of wietthe classification actually relates to
the redacted information.

C. Exemption 3 Does Not Apply

Exemption 3, 5 U.S.C. 8552(b)(3), applies to rdsospecifically exempted from
disclosure by statute if that statute requires tihatmatters be withheld from the public in such a
manner as to leave no discretion on the issuestabkshes particular criteria for withholding or
refers to particular types of matters to be witldhel

The section of the National Security Act of 194Head upon to withhold portions of the
requested documents, 50 U.S.C. 8403-1(i)(1), pesvyicas noted above, “The Director of
National Intelligence shall protect sources andnoés$ from unauthorized disclosure.”

The assertion of Exemption 3 is deficient for @ilthe same reasons that assertion of
Exemption 1 is deficient. The assertion is incaesis with the prior public statements
disclaiming that the investigation at issue devetbpny credible evidence of connections to the
terrorists, the information at issue has not beevipusly withheld, and the exemption has not
been clearly or consistently directed to speciffoimation.

D. Exemption 6 Does Not Apply

Exemption 6, 5 U.S.C. § 552(b)(6), applies to §oemel and medical files and similar
files the disclosure of which would constitute aarly unwarranted invasion of personal
privacy.” As a preliminary matter, it seems clélaat none of the responsive documents are
either personnel or medical files. The statuteymt "similar files" means those containing

information of a “personal quality and natur®ep't of Air Force v. Rose425 U.S. 352, 374
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(1976);see also Alley v. U.S. Dep't of Health & Human SeB90 F. 3d 1195, 1199 (11th Cir.
2009). To determine whether files are of a persaouelity and nature, the agency must
“examine the competing public and private interesddley, 590 F.3d at 1199. If the agency
concludes the files are of a personal quality aetdne, it then must decide whether disclosure of
the files would constitute a clearly unwarranteghision of the privacy interest.

The records at issue here are of the most puldicre in that they relate to an
investigation of connections to the most heinousoéterrorist activity in modern United States
history. The records are not believed to reflaoftlaing “personal” about the subjects of the
investigation other than that they either had starimections or they did not.

Even, however, if the files do reflect any perdoméormation about the individuals
under investigation, the public interest in theores would make it impossible to show that
disclosure of the files would constitute an unwated invasion of privacy. The public has an
intense interest in understanding whether the Figlbuered evidence of a significant threat to
the country and, if so, what steps it took to allex that threat.

In News-Press v. US Dept. of Homeland S#89 F. 3d 1173, 1192 (11th Cir. 2007), the
Eleventh Circuit ordered disclosure of records thnetp to the funds paid by the Federal
Emergency Management Administration to hurricangtims. The Court held. “We easily
conclude, as did both district courts, that theedes interest in learning whether FEMA is a
good steward of (sometimes several billions ofptgser dollars in the wake of natural and other
disasters is one which goes to ‘the core purposbheoFOIA, which is contributing significantly
to public understanding of the operations or atéigiof the government.” (Citation omitted).
The Eleventh Circuit also held that the governmead not met its heavy burden to show that

disclosure of the files would constitute a cleanhwarranted invasion of privacy.
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Here, the public interest in evaluating the inigegton that the FBI conducted of the
Ghazzawis and the al-Hijjis in the aftermath of t8egber 11 easily outweighs the very limited
privacy interests the Ghazzawis and the al-Hijjsyrhave. The terrorist attacks on September
11 obviously were an event of profound nationalamgnce and a full evaluation of the response
of law enforcement to those attacks is vital teragiting to ensure that such attacks do not occur
again. Public interest in the records is magnifigdthe fact that the FBI failed to disclose its
investigation to the Joint Inquiry and the 9/11 @aission. The privacy interest is diminished
by the fact that the identities of the Ghazzawig tre al-Hijjis and the fact of their investigation
already is known, they have fled the United Stades, the FBI has publicly announced that the
investigation that it conducted found no credibl&lence of connections to the terrorists.

E. Exemption 7 Does Not Apply

The Department also has asserted three ExemptidriJ7S.C. §8552(b)(7), categories for
“records or information compiled for law enforcermh@urposes, but only to the extent that the
production of such law enforcement records or miatiion (C) could reasonably be expected to
constitute an unwarranted invasion of personalaogy (D) could reasonably be expected to
disclose the identity of a confidential source,ludang a State, local, or foreign agency or
authority or any private institution which furnigsheaformation on a confidential basis, and, in
the case of a record or information compiled bynanal law enforcement authority in the course
of a criminal investigation or by an agency conthgta lawful national security intelligence
investigation, information furnished by a confidahtsource, or (E) would disclose techniques
and procedures for law enforcement investigatiangrosecutions, or would disclose guidelines
for law enforcement investigations or prosecutioghsuch disclosure could reasonably be

expected to risk circumvention of the law.

16

HUNTON & WiLLIAMS LLP



Case 0:12-cv-61735-WJZ Document 28 Entered on FLSD Docket 05/31/2013 Page 22 of 26
Case No. 12-61735-Civ-Zloch

1. Exemption 7(C)

Exemption 7(C) has no application here becauselodisre would not result in an
unwarranted invasion of an individual's personalgmy. The Supreme Court and the Eleventh
Circuit have explained that “an invasion is unwateal where (1) the information sought
implicates someone's personal privacy, (2) noilegie public interest outweighs infringing the
individual's personal privacy interest, and (3)cttising the information ‘could reasonably be
expected to constitute an unwarranted invasioneo$gnal privacy.”U.S. Dep't of Justice v.
Reporters Comm. for Freedom of the Pre&9 U.S. 749, 762 (198%arantsalis v. U.S. Dep't
of Justice 635 F.3d 497, 502 (11th Cir. 2011).

The records sought by the request are not of &cieutly personal nature. “The
disclosures with which [Exemption 7(C)] is conceatrege those of ‘an intimate personal nature’
such as marital status, legitimacy of childrennidg of fathers of children, medical condition,
welfare payments, alcoholic consumption, familyhfsy and reputation. Information relating to
business judgments and relationships does not fgquiir exemption. This is so even if
disclosure might tarnish someone's professionaltagjon.” Washington Post Co. v. Dep't of
Justice 863 F.2d 96, 100 (D.C. Cir. 1988) (internal ¢etas omitted).

Although “individuals have a substantial privacyterest in their criminal histories,”
O'Kane v. United States Customs Set69 F.3d 1308, 1310 (11th Cir. 1999), materiaissim
“carry a clear implication of criminal activity” imrder to implicate a personal privacy interest.
United States v. Hing855 F.2d 1449, 1455 (11th Cir. 1992). The FBI®blic announcements
that it did not develop credible evidence of corioes between the Ghazzawis and al-Hijjis and
the terrorist attacks would seem to preclude theegonent from demonstrating that the records

requested do implicate the Ghazzawis and al-Hijjiany criminal activity. If that is the case,

17

HUNTON & WiLLIAMS LLP



Case 0:12-cv-61735-WJZ Document 28 Entered on FLSD Docket 05/31/2013 Page 23 of 26
Case No. 12-61735-Civ-Zloch

release of the records would serve rather than fiaermterests of the Ghazzawis and al-Hijjis.

On the other hand, if the requested records irafdithe Ghazzawis and al-Hijjis, their
privacy interests must be harmed but the disclogweld be warranted because it “certainly
would “further[] the public’'s statutorily createdight to be informed about what their
government is up to.”Nadler v. U.S. Dep't of Justic855 F.2d 1479, 1489 (11th Cir. 1992)
(citation omitted). The requesters have a “legatienpublic interest” in learning why the FBI
conducted an investigation, found many connectiogtsveen the Ghazzawis and al-Hijjis and
terrorist activities, and then not only did nothtogapprehend or initiate prosecution of them, but
also did not inform the Joint Inquiry or the 9/1lor@mission of these events. In this
circumstance, disclosure would “contribute sigmifidy to public understanding of the
operations or activities of the governmentKarantsalis 635 F.3d at 504 (quotinBeporters
Comm, 489 U.S. at 775).

As Representative Kathy Castor has said, “Onehefdreat criticisms of the pre-9/11
intelligence operations was the lack of cooperatad information sharing among agencies.”
Dan Christensen).S. Rep. Castor Calls for Investigation of 9/11aSata Connection; Graham
Prods White HouseBroward Bulldog, Sept. 13, 2011. The Joint Imguever heard from the
FBI about the Sarasota home. Only after the requebegin reporting on this issue did the FBI
“correct the public record.”ld. In correcting the public record, the FBI releasest ja brief
statement, providing no details and stating thatitivestigation uncovered no relation between
the Sarasota home and 9/1d. If the FBI is still withholding information about®1, then the
FBI has failed to learn from the lessons of 9/1H &as put this country at risk. In this
circumstance, disclosure is requirefee, e.g., Roth ex rel. Bower v. Dep’t of Justiel2 F.3d

1161 (D.C. Cir. 2011).
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The fact that the cat is already out of the bag abunsels that Exemption 7(C) cannot be
applied here.Showing Animals Respect & Kindness v. U.S. Depihtefior, 730 F. Supp. 2d
180, 192 (D.D.C. 2010) (regarding third parties where publicly charged in an indictment
with violations of the Lacey Act”)see alscAm. Civil Liberties Union v. Dep’t of Justic655
F.3d 1 (D.C. Cir. 2011) (requested information vebtdisclose only information concerning a
conviction or plea; it would not disclose mere e or arrests”).

2. Exemption 7(D)

Exemption 7(D) applies to records or informatioompiled for law enforcement
purposes, but only to the extent that the prodaoctwd such law enforcement records or
information “could reasonably be expected to diseldhe identity of a confidential source,
including a State, local, or foreign agency or autlg or any private institution which furnished
information on a confidential basis, and, in theecaf a record or information compiled by
criminal law enforcement authority in the courseaotriminal investigation or by an agency
conducting a lawful national security intelligengesestigation, information furnished by a
confidential source.” This exemption has beerokad solely to withhold the pages marked
SARASOTA 29-32. The Court should review these doentsin camerato ascertain whether
this exemption applies.

3. Exemption 7(E)

Exemption 7(E) applies to records or informatioompiled for law enforcement
purposes, but only to the extent that the prodoctwd such law enforcement records or
information “would disclose techniques and procedufor law enforcement investigations or
prosecutions, or would disclose guidelines for Eviorcement investigations or prosecutidns

such disclosure could reasonably be expected to aisscumvention of the laWw (Emphasis
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added). Exemption 7(E) has been invoked indiscrataly to mask the identities of every FBI
agent named in the records. This exemption wasimended to protect the public from
knowing the identities of law enforcement officeriso participated in an investigation. It also is
not to be used simply to prevent reporters, appears to have been done here, from contacting
agents who had involvement with a significant iigzgion. It is intended to allow withholding
only of information that would disclose techniquaad procedures of law enforcement
authorities when the disclosures could reasonablgxpected to risk circumvention of the law.
The names of agents do not disclose techniquesoegures.

CONCLUSION

The Court should deny the defendants’ motion fonmary judgment and set the case for
trial. The defendants have not shown, without ulispthat they conducted a good faith search
for responsive documents and have not shown, witdmpute, that the asserted exemptions
allow them to withhold responsive documents.

In advance of trial, the Court should direct tledethdants to respond to the plaintiffs’
pending interrogatories and request for productibdocuments, to produceV@aughnindex of
all withheld documents that have not been produaed,to produce all documents withheld for
in camerainspection.

Respectfully submitted,

Dated: May 31, 2013 Hunton & Williams LLP
Attorneys for Broward Bulldog, Inc. and DanrBkensen

By s/ Thomas R. Julin
Thomas R. Julin & Patricia Acosta
Florida Bar No. 325376 & 614599
tjulin@hunton.cont pacosta@hunton.com
1111 Brickell Avenue - Suite 2500
Miami, FL 33131
305.810.2516 Fax 1601
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